A Web-Based Interactive Transcription Tool for Encrypted
Manuscripts
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Abstract
Manual transcription of handwritten text
is a time consuming task. In the case
of encrypted manuscripts, the recognition is even more complex due to the
huge variety of alphabets and symbol
sets. To speed up and ease this process,
we present a web-based tool aimed to
(semi)-automatically transcribe the encrypted sources. The user uploads one or
several images of the desired encrypted
document(s) as input, and the system returns the transcription(s). This process is
carried out in an interactive fashion with
the user to obtain more accurate results.
For discovering and testing, the developed web tool is freely available 1 .

1

Introduction

Nowadays, artificial intelligence and pattern
recognition are playing an important role in historical manuscript processing and recognition.
Some research projects with focus on digital paleography, including the transcription of historical manuscripts are, for example, HIMANIS
(Stutzmann et al., 2017), Transkribus (Kahle et
al., 2017), and From Quill to Bytes (q2b, 2013).
For the case of encrypted historical manuscripts
analysis, which constitute the main subject of
this paper, the project DECRYPT (Megyesi et
al., 2020) is joining the expertise in computer vision, computational linguistics, philology, cryptanalysis and history for the aim of making advances in historical cryptology.
The first step toward decrypting a handwritten ciphertext is transcription. Intuitively speaking, the transcription could be done manually
1 https://cl.lingfil.uu.se/decode/transcription/

but it turns out to be a time-consuming, errorprone, and expensive task (Piotrowski, 2012).
During the last decade, several handwritten text
recognition (HTR) methods have been developed and applied successfully to historical handwritten sources, allowing (semi-)automatic transcription (Kahle et al., 2017; Romero et al.,
2017). Alternative approaches use word spotting (Santoro et al., 2017), speech recognition (Granell et al., 2018) or even gamification (Chen et al., 2018) for speeding up the
manual transcription. However, all these tools
have been developed to only deal with known
scripts (e.g. Roman alphabet). Indeed, the transcription of encrypted sources is more complicated as they often include symbols that are
taken from a wide range of alphabets and symbol sets. For a more generic and flexible transcription within and across ciphers, the use of
generic annotation tools such as Alethea (Clausner et al., 2011) or Pixlabeler (Saund et al.,
2009) could be preferable. But, the annotation
process through these tools is fully manual, leading to a huge cost in term of time especially
for encrypted manuscripts with unknown symbol sets. Therefore, semi-automatic image processing tools would be the suitable solution to
this kind of applications.
In this paper, we present a tool for transcription of encrypted sources consisting of various
symbols sets. The tool processes document images (e.g. scanned images of manuscripts) and
outputs the corresponding transcription. The
system interacts with the user at certain steps
for a more accurate transcription (in a semiautomatic fashion). Users could be paleographers, cryptologists, archive workers, etc. We
start by briefly describing previous efforts on
(semi-)automatic transcription of ciphers, and
then present our interactive tool.
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2

Automatic Transcription of
Encrypted Sources

The main challenge in HTR is to locate and segment the actual text parts into paragraphs, lines,
and individual symbols (glyphs). In addition,
the system shall identify the various allographs
(variants) of each symbol type (graphem). The
system shall also be able to determine the various elements of a graphem, such as dots and
commas, and leave out unintentional ink spots,
bleed-through, or marks from a damaged paper or parchment. In a fully automatic system,
computers handle the entire process in one step,
while in a semi-automatic system the user can
interact with the system to improve the result
during the transcription or as a post-processing
step to correct the output of an automatic process.
Experiments on automatic transcription by
image processing have been performed on numeric cipher sequences (Fornés et al., 2017)
and a wide range of glyphs belonging to alchemic and Zodiac signs, digits, and Roman
and Greek letters (Baró et al., 2019). Preliminary results show that image processing can be
used as base for transcription followed by a postprocessing step with user validation and correction. Even though image processing techniques
need to be trained on individual hand-writings
to reach high(er) accuracy, unsupervised techniques (i.e. no labelled data is required to train)
can also be used for speeding up the transcription. In addition, they might be of great help
to identify the symbol set represented in the
manuscript and to make clear distinctions between symbols, hence can be used as a support
tool for the transcriber.

3

Interactive Transcription Tool

Our interactive transcription tool is generic in
the sense that it should be applicable to any symbol sets, and it does not need any labelled data
to train the image processing algorithms. The
tool consists of three main steps, as illustrated in
Figure 1. First, the input cipher images are segmented into lines and symbols. Then these symbols are clustered (grouped) according to their
shape similarity. Finally, the transcription is performed, obtaining the final transcribed cipher-

text. Executing these stages in an automatic way
leads to the transcription of a given cipher image. But, since the efficacy of each step highly
depends on the correctness of the previous step
output, it is preferable to use the tool in a semiautomatic way. In other words, if the user intervenes in each stage to validate or correct the intermediate results, then more accurate transcription can be obtained. In what follows, a detailed
description of those steps is provided.

Figure 1: The architecture of the Interactive
Transcription Tool.
3.1

Image Upload

First, the user uploads the image(s) into the tool.
The system accepts PNG, JPEG or TIFF image
file formats. Since the transcription accuracy
depends on the images quality, we recommend
to use colored images of high resolution (e.g.
300-600 dpi) as stated in (van Dormolen, 2019).
This is recommended as well in ISO/TS 192641:2017 technical specification for cultural heritage imaging, even though the tool accepts low
resolution images as well. It is to note that the
image processing algorithms are based on the
analysis of the symbols shapes. Thus, the document images should be selected from the same
manuscript with the same symbol set and handwriting style to obtain a more reliable transcription. In this stage, the system creates a first
JSON-file, it will be used to store all the intermediate results that will be obtained during the
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different stages. This file will be sent to the user
after each subsequent step of the transcription
process.
3.2

Segmentation

The first step of our unsupervised transcription pipeline consists of segmenting the document image(s) into isolated symbols by creating bounding boxes for each symbol to be transcribed. Although the user can manually segment all symbols using our tool, it is a time consuming task. Hence, the optimal choice is to request an automatic segmentation and manually
validate the results. The segmentation method
consists of applying horizontal projections to detect the text lines, connected components to segment the symbols, and grouping to obtain the final bounding boxes of each symbol. An example of the automatic segmentation obtained can
be seen in Figure 2.

• Binarize image: Yes/No. The user can
chose whether to binarize the image or not.
Because our current method works only on
binary images, the user will receive an error if it is set ”No”. This option is added to
guarantee scalability, since we are planning
to add other segmentation methods to work
on colored images as well.
• Minimum line distance: A number (in pixels) indicates the minimum distance between lines. Example: In the Copiale cipher, most lines have 120 pixels of separation.
• Lines threshold: it is a decimal/float number between 0 and 1. This value is used to
state that only those lines with an amplitude
higher than this threshold will be detected
(this acts as a line filter).
• Max. distance symbols: This number (in
pixels) indicates the maximum distance between symbols. This parameter is useful
when grouping symbols that contain diacritics, super- och subscripts (e.g. dots or
accents like á or ÿ). When the segmentation is based on connected components,
these small elements are separated. For this
reason, the system tends to group nearby
symbols, i.e. symbols that are closer to the
given threshold distance.

Figure 2: The stages to segment a cipher document into isolated symbols by the tool.
Although the segmentation algorithm can run
using the default options, our interface provides
some advanced options as illustrated in Figure
3, which are very useful for trained and experienced users when applying the automatic segmentation. These advanced options are:
• Symbol size: Big/Small. This value is
used to inform on the size of the symbols
with respect to the page. For example, the
Copiale cipher (Knight et al., 2011) contains small symbols regarding the pages,
whereas the Borg cipher (Aldarrab et al.,
2017) contains big symbols in the pages.

• Min. symbol size: This number (in pixels)
indicates the minimum symbol size that
could be found in the manuscript. This is
used to filter components that are smaller
than this size, which usually corresponds to
background noise in historical manuscripts.
When the segmentation process ends, the user
will receive (in their indicated email) a JSON file
containing the results of the segmentation step.
To visualize these results, the user should upload
the JSON file and the cipher image to the web
tool. Figure 4 shows an example of the output
from the segmentation part.
Although the user can apply the segmentation algorithm using different setups (i.e. different values in the advanced options interface),
it is difficult to obtain a perfect segmentation
with an unsupervised segmentation method. The
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Figure 3: The interface for the segmentation request, showing the advanced options.
main reason is that the segmentation algorithm is
generic, so it has no information on the type of
symbol set used in the encrypted source. Moreover, most encrypted manuscripts use a cursive writing, so touching and overlapping symbols are frequent, which make the segmentation
even harder. In this stage, the user interaction
is highly recommended, so that the clustering
stage can be more efficient and less error-prone.
Therefore, the tool allows the user to verify and
manually correct any segmentation errors. Figure 5 shows and example of correcting a wrong
segmentation. It is to note that the users cannot
only delete or modify the bounding boxes, but
they can also create new ones for any symbol
missed by the automatic segmentation.
3.3

Clustering

Once the user obtain the set of isolated symbols (assumed to be correctly segmented), they
can proceed to the clustering. Clustering means
grouping visually similar symbols in different
sets, called clusters. Our tool applies the hierarchical K-Means algorithm for clustering (Arai
and Barakbah, 2007). As advanced setting, the

Figure 4: Visualization of the bounding boxes
after the segmentation step.
user can define the minimum number of symbols
that could be assigned to one cluster, called the
Min. cluster images. The K-means algorithm
starts by assuming that all the symbols are belonging to a single cluster, then, splitting it recursively until the clusters are no more divisible
or when reaching the minimum amount of images per cluster. Figure 6 shows the clustering
request interface.
Similar to the segmentation step, the user will
receive the results of the clustering via e-mail.
The user can visualize the clusters by uploading
the received JSON file as shown in Figure 7. The
tool bar on the right hand side called ”Clusters”
shows all the clusters provided by the K-means.
The user can press the ’eye’ icon to visualize the
symbols belonging to each cluster. Figure 8 illustrates the symbols (instances) within a specific cluster.
In the ideal case, each cluster should contain
instances from the same symbol. However, there
is a high degree of visual similarity between the
different symbols in many encrypted sources.
As a result, some clusters can contain instances
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Figure 5: An example of correcting an oversegmented symbol. The grey bounding box must
be merged to the previous symbol marked in
blue.

Figure 8: Example of one cluster after the label
propagation step.

Figure 9: An example of cleaning a cluster: the
user removes the symbol that does not belong to
this cluster.
change the obtained clusters for the symbols.
Cleaning the clusters facilitates the subsequent
label propagation step, where symbols will be
assigned to the most similar cluster.
3.4
Figure 6: Clustering request, showing the advanced options.
from different, although similar symbols. Thus,
our tool allows the user to correct errors in the
clusters. The user can clean a cluster by removing those symbols that do not belong to that cluster. An illustrative example can be seen in Figure 9.
After cleaning the clusters, the removed symbols remain unlabelled, i.e. not assigned to any
cluster. The tool also allows the user to create new clusters, assign symbols to clusters, and

Figure 7: On the right, the system shows the
clusters (i.e. group of symbols) obtained by the
K-Means algorithm.

Transcription

After the clustering step, the user can request the
actual transcription where a label is assigned to
each symbol according to the label of cluster the
symbol belongs to. We call this process label
propagation. The objective is to propagate the
label of the clusters to the unlabeled symbols.
The setup of the label propagation request has
two options as illustrated in Figure 10:
• Seeds number: The number of the most
populated clusters that will be used as seeds
to propagate labels. This number should
be at least equal to the alphabet size (if it
is known). After setting the seeds number,
the user can visualize the selected clusters
in the cluster bar tool. The default value of
seed numbers is 10 due to many ciphertext
containing digits only (0-9).
• Change class threshold: A value between
0 and 1 determines how easy is to propagate a label through the instances. If the
value is close to 0, the propagation will be
more stable (less changeability), but it can
lead to poor results when the user is transcribing few pages. Contrary, if the value
is close to 1, it will make the propagation
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pear as ”NONE” (or ’*’) in the transcription file,
and the user shall dedicate more time to manually transcribe those symbols. In order to make
a fewer intervention with higher accuracy, we
tried to balance this by choosing the threshold
confidence to be 0,5. As the final step, the user
can download the obtained transcription using
the download request with various types of output formats (e.g. text, XML, JSON), see Figure
13.

Figure 10: Label propagation request, showing
the advanced options.
unstable (high changeability) which leads
sometimes to propagation of wrong labels.
The label propagation determines the final
clusters and assigns the labels. The output is the
sets of instances in each cluster, as shown in Figure 8.
At this moment, the only user intervention
consists in assigning the desired transcription label to each cluster as shown in Figure 11. All the
symbols in the cluster will be transcribed with
the label assigned to the particular cluster. Note,
however, that each symbol has a value between
0 and 1, representing the degree of belonging to
this specific cluster. This means that if a symbol
has a low value, the system is not confident in labelling the correct transcription. Therefore, the
recommendation is to manually transcribe symbols with a low value to increase transcription
correctness.
There is a trade-off between transcription correctness (precision) and transcription completeness (recall). As illustrated in Figure 12, a low
transcription confidence threshold leads to more
complete transcriptions. On the other hand, this
leads to a higher possibility of errors. Contrary, a
high confidence threshold means that only symbols with a high confidence value will be transcribed, whereas the rest will lack correct transcription. These non-transcribed symbols ap-

Figure 13: The downloading interface, where
the user can select different kind of output files.

4

Conclusion

We presented a tool serving as an aid for faster
and more accurate transcription of encrypted
sources with various cipher text alphabets. The
transcription system segments the lines and then
suggests the segmentation of each individual
symbol, which could be corrected by the user.
Then, the segmented symbols are clustered into
groups on the basis of similarity measures and
the symbols in the same cluster receive the same
transcription. The user can edit the suggestions
given by the system in each step, correct the output, and upload a new, improved versions for
further processing.
To the best of our knowledge, there is no similar tool that allows for the (semi)-automatic transcription of manuscripts with various alphabets
and scripts. We hope that the ITT tool will be
useful for the transcription of the historical and
encrypted sources. The tool is under development and we plan to add more image processing
techniques in the different transcription steps to
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Figure 11: Transcription step. a) Line transcription using default cluster labels (numbers). b) The
user changes the cluster labels to the desired transcription. c) Line transcription using the desired
transcription. d) A text file with the line transcription.
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Figure 12: In the transcription phase, by changing the transcription threshold, the symbols with
lower confidence than the given threshold will
be transcribed as ’*’.
enhance the accuracy and reduce the user intervention.
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